
BIFRÖST

DATA DIODE

HARDWARE ENFORCED UNIDIRECTIONAL DATA FLOW

WHEN FIREWALLS AREN’T ENOUGH
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TAILORED TO FIT ADVANTAGE

KEY FEATURES

COMMERCIAL GRADE SUPPORT

HARDWARE SPECIFICATIONS

BIFRÖST

DATA DIODE



S.No Feature Specifications

1. Transfer Protocol Support TCP, UDP

2. Type of Diode Optically Hardware Enforced Unidirectional

(Optional Bi Directional Functionality) with Software Data 

Pump. Two box Solution/ Optionally One Box

3. Throughput 1Gbps, 5Gbps Versions

4. Latency <5ms in transparent proxy mode

5. Software Features Unidirectional

File Transfer and Automatic Routing

Folder Replication

Website Mirroring

TCP/UDP traffic mirroring

E-mail Delivery

Custom Applications

Bidirectional Features

Data Flow: TCP/UDP Proxying, HTTP/HTTP(s) (with TLS) 

Proxying, Transparent flow

Custom Protocols.(Customisation on Demand)

6. Security Features Protocol Break for all Connections

AES Security and CRC file integrity features

Data Separation for each connection

Antivirus and Deep Packet Inspection (Add On)

7. Management Features Access Controls.

Administrator Dashboard.

Granular Access Controls.

Detailed Admin, User and Device/Transfer Logs.

Audit Logs & Syslog.

8. Type of Traffic Flow Ethernet Frames encapsulating IP-TCP/UDP and upper layer 

protocols upto Layer 7* (* Application layer in TCP/IP)

9. Hardware 1 x 1U or 1 x 2U Racks/ (Optionally 2x1U Rack )

Power, Traffic/Activity and Alarm LEDs

10. Network Interfaces Min. 1x1Gbps on each side of Diode. ( Total 2 x 1 Gbps)

Opt. 1 x SFP+ Slot  (Total 2 x SFP+ Slot)

11. Weight 3-8Kg (Depending on Model) 

12. Power Supply 2x200w, 230V +/- 20% 50Hz AC. 

Over and Under Voltage Protection

13. Environment Operating

Temperature: 0 to 60˚C

Humidity: 10% to 90% RH

Storage

Temperature: -40 to 80˚C

Humidity: 10% to 95% RH

14. Warranty 1/3 Yrs.

DETAILED SPECIFICATIONS
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